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TOWN OF JUPITER — CREDIT CARDS

SUMMARY

WHAT WE DID

We conducted an audit of the Town of
Jupiter (Town) credit card program. This
audit was performed as part of the Office
of Inspector General, Palm Beach County
(OIG) 2018 Annual Audit Plan.

Our audit focused on the credit card
program and controls for the credit card
expenditures. The scope included review
of the Town’s credit card activities from
October 1, 2016 to September 30, 2017.

WHAT WE FOUND

During the audit, we found that the Town
has been working to establish stronger
internal  controls by creating a
Cardholder's Agreement and Request
Credit Card form.

We found internal control weaknesses and
operational areas that need improvement.

We found weaknesses in the purchase
review and approval process, the
utilization of the rebate program, the card
cancellation process, and the process for
managing temporary  changes to
cardholders’ credit card spending limits.
Generally, the overall credit card program
lacked adequate written guidance.

This audit report reflects what we
found based on the policies and
procedures, confirmed process,
and documentation that we were
provided access to at the time of the
audit. After the delay by the Town in
providing the requested records, in
accordance with government
auditing standards, we deemed the
delay excessive and finalized the
audit report.

It should be noted that after our draft
audit report was presented and
discussed at the August 9, 2018 exit
meeting with Town Management,
the Town Manager requested
additional time to provide
documentation that was not
previously provided during the 10
month period. This information is
noted in Exhibit 4 — Transaction
Detalil Additional Information
Provided by Town.
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Our audit identified a total of $83,741 in
questioned costs!, $109.01 in identified
costs?, and $29,145 in avoidable costs.3

Non-Compliance with Policy

We found that three former employees’
credit cards were used to complete
purchases after their last day of
employment by other Town employees.
Additionally, credit card purchases lacked
proper approvals and adequate
documentation, which resulted in
approximately $83,741 in questioned
costs. The Town paid sales tax in error.
The sales tax improperly paid is an
identified cost of $109.01.

Rebate Revenue

The Town did not procure a more
competitive rate for credit card rebates (i.e.
cash back) that would have optimized the
Town’s rebate return on its purchases and
cash transactions. Our recommendation to
participate in a higher yield rebate program
may result in approximately $29,145 in
future avoidable costs over the next three
years.

Cards Not Deactivated Timely

Three (3) out of four (4) (75%) former
employee cardholder accounts tested
were deactivated more than one day after
the former employees separated from
employment with the Town. The gap
between the date of the employee's
separation and the date of account

deactivation ranged from five (5) to 15
business days. The failure to deactivate
credit card accounts timely increases the
risk of unauthorized use.

Lack of Sufficient Written Guidance
The Town lacked sufficient written
guidance in the following areas to help
reduce inappropriate use of credit cards
and enhance internal controls over the
credit card program:

e Credit card issuance process;

e Cardholder acknowledgment of
receipt of the credit card use
guidelines and credit card;

e Spending limits and oversight /
monitoring;

¢ Prohibited / disallowed purchases;

e Periodic transaction monitoring /
oversight for all purchases;

e Credit card deactivation;

e Penalties for policy violations;

e Rebate program participation and
rebate reconciliation / allocation;
and

e Cardholder training.

Lack of adequate written guidance
increases the risk of misuse of the Town’s
credit cards.

' Questioned costs can include costs or financial obligations incurred pursuant to: a potential violation of a provision of
a law, regulation, contract, grant, cooperative agreement, other agreement, policies and procedures, or document
governing the expenditure of funds; a finding that, at the time of the OIG activity, such cost or financial obligation is not
supported by adequate documentation; or, a finding that the expenditure of funds for the intended purpose is

unnecessary or unreasonable.

2 |dentified costs are costs that have been identified as dollars that have the potential of being returned to the entity to

offset the taxpayers’ burden.

3 Avoidable costs are costs an entity will not have to incur, lost funds, and/or an anticipated increase in revenue following
the issuance of an OIG report. The maximum period for calculating Avoidable Costs shall typically be three years from
the issuance of the OIG report, except in instances where it involves a contract with a specified contract period.
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WHAT WE RECOMMEND

Our report contains four (4) findings and
offers fourteen (14) recommendations.
Implementation of the recommendations
will 1) assist the Town in strengthening
internal controls, 2) save approximately
$29,145 in future avoidable costs, and
3) enhance compliance with the Town’s
credit card procedures.

Despite numerous requests by our office,
the Town management did not provide us
with certain documentation until after the
audit was completed. At Town
management’s request, we considered the
additional information and incorporated
the information into Exhibit 4. We
characterized the delayed production as a
corrective action by the Town.

We provided the Town management with
an opportunity to respond to the findings in
this Audit Report. The Town management
responded that it does not concur with our
findings (see Attachment 1) and disputes

several statements in the Report. Although
the Town management did not accept the
findings, we are encouraged that the Town
is implementing a number of our
recommendations. By implementing the
recommendations, the citizens of the
Town of Jupiter will be better served and
taxpayer funds will be better protected.

We disagree with multiple assertions in the
Town management’s response.
Additionally, we do not agree that the
Town management’s production of
documentation after the completion of the
audit resolved many of the issues we
identified. The Town did not timely provide
sufficient evidence to our office to show
that all of the identified exceptions were
resolved. Moreover, the Town
management’s response contains several
assertions that contradict the
requirements in the Town Council’s
Resolution (74-16). Attachment 2 provides
further information on our rebuttal to Town
management’s response.

Examples of Purchases

in Violation of Town Policy or

Documentation:

e $4,100 in gift cards

e $1,683 in food purchases

e $13,601 in entertainment tickets
o Miami Dolphin tickets
0 Marlins tickets
0 Sunday brunch on a cruise
0 Theater tickets

Galaxy tablets)

e $17,903 for the purchase of 33 tablet devices (i.e. I-pads, Microsoft Surfaces, and
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BACKGROUND

The Town was incorporated in 1925. The Charter of the Town
was enacted by the Florida Legislature by Special Acts 1953.
Subsequently, the Town adopted Ordinance Number 58-96 on
. March 10, 1998, under the provisions of the Home Rule Powers

Act of the State of Florida, enacting the Amended Charter of the
Town, which was ratified by the vote of the electors at a special
election.

The Town is located on the Atlantic Ocean in northern Palm
Beach County with more than 60,000 year-round residents. The Town operates under the
Council-Manager form of government. Policy making and legislative authority are vested
in the Town Council that consists of the Mayor and four other Council Members. The
Town Manager is appointed by the Town Council and is responsible for carrying out the
policies and ordinances established and approved by the Town Council and managing
day-to-day activities of the Town.

The OIG 2018 Annual Audit Plan identified purchasing card programs as a high-risk
global area. We selected the Town for audit based on our Purchasing Card Survey, Audit
Report 2018-A-0008. We selected the Town because it reported $6,000,000 in
purchasing card expenditures for Fiscal Year (FY) 2017, had the highest average
expenditure per purchasing card of all municipalities surveyed of $127,660 for FY 2017,
the Finance Director was assigned to oversee the purchasing card program*, and
because the Town has not been previously audited by the OIG Audit Division.

Credit Card Program Background

The Town entered into a Commercial Card Agreement for credit card services with
SunTrust Bank effective February 27, 2014. The Town had 52 active credit cards issued
at the time of the audit, and credit card purchases for FY 2017 totaled $6,450,544 (see
Exhibit 1).

The Commercial Card Agreement includes a Net-Spend Rebate Program and Large
Ticket Transaction Rebate Program that provide the Town with an annual rebate payment
based upon purchases and cash transactions.

4 The Finance Department overseeing the purchasing card program creates a potential segregation of duties conflict
as the head of the Finance department may be responsible for purchasing authority operations (i.e. oversight of
procurement related-policies that may include the Purchasing Card policy), as well as, accounting operations (i.e.
payment processing for procured goods and services). A conflict in segregation of duties indicates a potential internal
control deficiency in the prevention of fraud, waste, and abuse.
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OBJECTIVES, SCOPE, AND METHODOLOGY

The objectives of the audit were to determine whether the Town had internal controls in
place and were adequate to appropriately govern credit card use, including controls to
prevent and detect fraud, waste, and abuse, and to determine whether credit card
expenditures were in compliance with policies and served a valid public purpose. The
audit scope included credit card activities from October 1, 2016, to September 30, 2017
(FY 2017).

The audit methodology included:

Reviewing internal controls;

Interviewing appropriate personnel;

Reviewing reports, contracts, and user agreements;
Performing data analysis of the population of transactions;® and
Performing detailed testing of selected transactions.

Data analyses were used in the audit to select high-risk transactions and / or cardholders
for detailed testing. Data analyses were performed in the CaseWare IDEA software and
consisted of analyzing the population of credit card transactions and cardholders for
attributes or combinations of attributes considered high risk. Attributes can be
characteristics or traits of the cardholder or purchase transactions and may vary based
on the entity, purchasing card system, or system configuration. Cardholder attributes may
include, but are not limited to: employment status, credit and transaction limits,
department, or title / position. Transaction attributes may include, but are not limited to:
the purchase amount, purchase date, vendor / supplier, purchase description, Merchant
Category Code, approval or lack of approval, or supporting documentation or lack of
supporting documentation. Attributes are considered high risk if they are abnormal,
inconsistent, or outliers in comparison to the population, subgroups of the population (e.g.
by cardholder, department, Merchant Category Code, etc.), policy / procedure, best
practices, or expected value / outcomes.

As part of the audit, we completed a data reliability assessment for the computer systems
used by the Town related to administering and reporting of the credit card process. We
determined that the computer-processed data contained in these computer systems were
sufficiently reliable for the purposes of the audit.

This audit was conducted in accordance with generally accepted government auditing
standards. These standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit objectives.

5 See Exhibit 5 for a detailed listing of data analyses.
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FINDINGS AND RECOMMENDATIONS

Finding (1): Credit card transactions did not comply with policy.

The Town's Procurement Policy Standard Operating Procedures, Section IV(E). Credit
Card Purchases, states in part,

credit cards may be utilized for incidental purchases for
less than $250 and not more than $2,500 per month from
a single vendor without incurring specific prior
approval...The department utilizing the card is
responsible for providing invoices (receipts) or other
acceptable documentation signed by the appropriate
Department Director or their designee to the Finance
Department with the monthly credit card billing as
supporting documentation for payment within the
timeframe allowed by the Finance Department.

Section VIII(P). Sales Tax Exemption of the policy also states, "All employees who
purchase goods or services on behalf of the Town shall supply each vendor with a copy
of the Town's tax exemption certificate to avoid being assessed State Sales Tax."

We performed data analyses on the total population of credit card transactions to identify
high risk transactions for detailed testing (see Exhibit 5 for a listing of the data analyses
performed). We selected 142 credit card transactions for testing proper support and
approval, compliance with the Town’s procurement policy, exclusion of sales tax, and
reconciliation to the credit card statements (see Exhibit 1 for statistics on the sample of
transactions selected). Eighty-six (86) transactions of the 142 transactions (61%)
sampled had one or more exceptions for a total of 100 different exceptions.

We noted the following violations of policy (see Exhibit 2 for a breakdown by Department):
e 10 of 142 transactions (7%) totaling $658 made by former employees lacked
proper approval.
e 11 of 142 transactions (8%) totaling $33,723 lacked proper pre-approval.®
e 75 of 142 transactions (53%) totaling $66,432 lacked proper approval by the
department director or designee.
e 4 of 142 transactions (3%) that incorrectly included sales tax totaling $109.01.

In addition to the policy violations detailed above, we also noted several conditions
created by the lack of clear guidance in the Town’s procurement policy. The procurement
policy did not require that the invoices (receipts) supporting the credit card purchases be
detailed or itemized. Neither the procurement policy nor the credit card authorization form

6 The Town’s Procurement Policy required prior approval for purchases $250 or more and when the total monthly
expenditures with a single vendor exceed $2,500 per month.
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requires an explanation or reason for the credit card purchase to be documented and
submitted with the supporting documentation.

Thirty-three (33) of 142 transactions (23%) totaling $40,993 lacked adequate
documentation to validate the items purchased or reason for the purchase (see Exhibit 2
for a breakdown by Department). We requested that the Town provide additional support
relating to the transactions above, but there was an excessive delay in the Town providing
access to the records. Therefore, we completed testing without the requested support
and documented our findings without resolution.

Additionally, the Finance Department reviews credit card purchase documentation to
ensure all transactions have support but did not routinely review or monitor credit card
transactions to validate the items purchased, proper approval or pre-approval exists, or
sales tax was excluded.

Furthermore, the Finance Department did not appear to have a written policy or procedure
for reviewing credit card statements for credit cards used by former employees to ensure
that no charges were incurred after an employee separates from employment with the
Town.

Questioned costs resulting from transactions made by former employees, lacking proper
approvals’, and lacking adequate documentation totaled $83,741. Additionally, identified
costs totaled $109.01 for purchases that incorrectly included sales tax in the purchase
amount. See Exhibit 3 for a listing of the transactions that make up the questioned and
identified costs.

Questioned Costs Identified Costs
No. of Total No. of] Total
Testing Procedure Transactions Amount| Transactions| Amount
Purchases After Employee Termination 10| % 658 - -
Lack of Pre-Approval 11 33,723 - -
Lack of Approval hd 32,051 - -
Lack of Adequate Documentation 11 17,309 - -
Sales Tax Paid - - 4% 109.01
Total 86|% 83,71 4% 109.01

The risk for fraud, waste, and abuse increase when credit card purchases lack proper
approvals and adequate documentation. Additionally, a lack of routine monitoring and
oversight increases the risk for noncompliance with policy and procedure and increases
the risk for fraud, waste, and abuse.

7 A portion of the transactions lacking proper pre-approval and approval also lacked adequate documentation but were
only counted once for questioned costs.
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Recommendations:

(1) Ensure that state sales tax is not paid on credit card purchases and consider
seeking reimbursement for sales tax improperly paid.

(2) The Town require credit cardholders to obtain proper approvals for
purchases.

(3) Revise the Town’s credit card policy and procedures to require credit
cardholders to submit to the Finance Department supporting documentation
for each credit card purchase, to include an itemized receipt or sufficient
detail to clearly show all the items purchased, that sales tax was not paid,
and documentation of the reason for the purchase.

(4) The Town develop and implement a process to monitor credit card
purchases routinely for compliance with policy requirements and to ensure
adequate documentation is provided.

(5) The Town use its credit card system (SunTrust Enterprise Spend Platform)
to produce reports of purchase transactions for monitoring and review.

Management Responses:

See Attachments

Finding (2): The Town did not procure a competitive rate for the credit card rebate
(i.e. cash back) that could lessen the taxpayer’s burden.

The Town's procurement policy, Section Il Procurement
Methods states in part,

Certain expenditures, items or services are not appropriate
for normal marketplace competition or for products where
no competition exists. These will be procured by other
means agreed upon in advance as authorized by the town
manager or his designee. Examples of these items are
artistic services, academic programs, health care or
medical services, real property, utilities, legal services,
financing services and proprietary computer software.
(emphasis added)

The Town entered into a Commercial Card Agreement for credit card services with
SunTrust Bank effective February 27, 2014. The Town had 52 active credit cards issued
at the time of the audit. The Commercial Card Agreement includes a Net-Spend Rebate
Program and Large Ticket Transaction Rebate Program that provide the Town with an
annual rebate payment based upon purchases and cash transactions made during the
rebate period (January through December). The expenses associated with this
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agreement are minimal. Credit card spend totals for FY 2017 resulted in rebate revenue
of approximately $53,731.

The Finance Director stated that the Town competitively bid the Agreement; however, the
Town did not provide documentation to show competitive bidding occurred.

The Town lost potential revenue by not procuring a higher yield rate for the rebate from
SunTrust or contracting with a different institution offering a higher rate. The State of
Florida Purchasing Card Services contract with Bank of American, N.A., which can be
used by local governments in Florida, has more beneficial rebate rates.? The rebate rate
on standard transactions is higher at 1.45% versus 1.35% in the SunTrust Commercial
Card Agreement. Similarly, the rebate rate on large ticket transactions in the State of
Florida Purchasing Card Services contract is higher at 0.55% versus 0.35% in the
SunTrust Commercial Card Agreement.

The Town could potentially increase its annual rebate revenue and lessen the taxpayer’'s
burden by terminating its SunTrust® Commercial Card Agreement and negotiating better
rates, competitively bidding the credit card program contract, or implementing the
Purchasing Card Services contract procured by the State of Florida. Based on the rebate
rates in the State of Florida contract, the Town lost potential revenue of approximately
$9,715%0 for FY 2017. If the Town implements the OIG recommendation to use a higher
yield rate for the credit card program, it may result in approximately $29,145"" in future
avoidable costs over the next three years.

Additionally, there was no written guidance for managing the rebate program, and the
Town did not perform a review or reconciliation of the rebate amount to determine if it is
accurate and in conformance with the agreement. The Town could be losing rebate
revenue if it does not review or reconcile the amount received to verify it is accurate and
in conformance with the agreement. We performed a recalculation of the rebate amount
for FY 2017 purchases and determined the amount received by the Town was accurate
and generally in conformance with the agreement.

Moreover, the Town had no policy governing how the credit card rebate revenue should
be applied or booked to the Town’s financials. As a result, there was no formal allocation
method established to return funds to the originating departments or the general fund,

8 Purchases must total $1,000,000 or more each year to obtain the rebate rates in the State of Florida Purchasing Card
Services contract.

9 The SunTrust Commercial Card Agreement provides,

9(a) Term of Agreement. Unless terminated earlier as provided in this Agreement, the initial term of this Agreement
will be for Five (5) years from the date of execution by both parties and will continue thereafter under the terms and
conditions contained herein (as may be amended from time to time), provided, however, either party may terminate this
Agreement at any time upon at least sixty (60) days prior written notice.

10 Estimated rebate revenue of $63,446 was calculated based on the Town’s FY 2017 spend. Estimated rebate revenue
less actual rebate received of $53,731 = $9,715 in lost potential revenue.

" Lost potential revenue of $9,715 for FY 2017 x 3 years = $29,145 in future avoidable costs.
Note — the State of Florida contract is valid through 2021 with the rates used for the calculation of avoidable costs.
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and application / allocation of rebate revenue may not be performed consistently when
received and recorded.

Recommendations:

(6) The Town review other programs, such as, the State of Florida Purchasing
Cards Services contract, to determine if a more beneficial rebate program is
available that meets the Town's credit card program requirements.

(7) The Town develop and implement written guidance to help manage and
control the credit card rebate program, including but not limited to,
reconciliation / review of rebate amounts and the application / allocation of
rebate amounts to Town funds and departments.

Management Responses:

See Attachments

Finding (3): Three former employees’ credit cards / cardholder accounts were not
deactivated in a timely manner.

Management should ensure cardholder accounts of separated employees are
deactivated in a timely manner to reduce the risk of unauthorized credit card
charges. Prompt deactivation of credit cards / cardholder accounts allows management
to limit access to them to only authorized individuals and maintain accountability for their
custody and use. Management may periodically compare credit cards / cardholder
accounts with the recorded accountability for those resources to help reduce the risk of
errors, fraud, or misuse.?

The Town's Finance Department staff advised our office that they typically deactivate
cardholder accounts of former employees the day after the employee separates from
employment. During the audit, the Town implemented a Cardholder's Agreement
requiring the cardholder surrender the card to the Human Resources Department if
separating from employment.

We noted three (3) out of four (4) (75%) former employee cardholder accounts tested
were deactivated more than one day after the former employees separated from
employment with the Town. The gap between the date of the employee's separation and
the date of account deactivation ranged from five (5) to 15 business days, leaving the
Town exposed to unauthorized use.

It appeared the Town's actual process for deactivating cardholder accounts upon an
employee's separation is inconsistent with the process the Town’s Finance Department
communicated to our office. Additionally, the Town’s process was not documented in a

2 The best practice is provided in The Government Accountability Office (GAQ) Standards for Internal control in the
Federal Government issued by the U.S. Comptroller of the Treasury dated September 2014.
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policy or procedure to provide clear guidance to responsible personnel, which may have
contributed to the delays in card deactivations.

As a result of the delayed card deactivations, 10 credit card purchases totaling $658 were
made on the credit card accounts after the employees separated from employment and
are considered questioned costs in Finding (1).

Recommendations:

(8) The Town review all credit card statements for credit cards used by former
employees for potential use after employee separation dates and determine
if the transactions completed were appropriate.

(9) The Town should timely deactivate credit cards when an employee’s
employment with the Town ends.

Management Responses:

See Attachments

Finding (4): The credit card program lacked adequate written guidance.

- Management is responsible for establishing and implementing the
control activities of an entity. This includes designing appropriate controls
m and implementing policies and procedures to facilitate the entity’s
achievement of objectives and response to relevant risks. Control
M activities include reviews by management at the functional or activity
level, proper execution of transactions, accurate and timely recording of
E transactions, access restrictions to and accountability for resources and
records, and appropriate documentation of transactions and internal

control.'?

The Town had two documents that provide written guidance regarding the Town’s credit
card program: 1) the Procurement Policy Standard Operating Procedures and 2) a
Cardholder’'s Agreement and Request Credit Card Form. The Town implemented the
Cardholder’'s Agreement and Request Credit Card Form during the audit; however, the
forms have not been incorporated by reference into the Town’s Procurement Policy. The
new forms address several weakness identified in the policy.

The Town did not provide our office with all Cardholder’s Agreements and Request Credit
Card forms as we requested during the audit.
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The Town’s procurement policy did not provide adequate written guidance regarding:

e Which employees or class of employees are eligible to request and obtain a credit
card,;

e The criteria used for approving requests for credit cards and the process and
timeline for evaluating and approving requests for credit cards'? (i.e. the credit card
issuance process, responsible parties, and documentation);

e Cardholder responsibilities;

e Cardholder acknowledgment of receipt of the procurement policy'* and credit card;

e The criteria justifying changes to spending limits'3, process for implementing
spending limit changes, and obligations for oversight / monitoring of the spending
limits;

e Prohibited / disallowed purchases'™ and the requirements for oversight /
monitoring of all purchases;

e Periodic review and transaction monitoring / oversight for all purchases;

e Credit card deactivations / cancellations;' (e.g. employee separation - see also
Finding (3);

e Credit card repayment, revocation,'* or penalties for inappropriate usage;'

e Identify employees responsible for reporting and addressing lost / stolen cards,
disputes,' unauthorized employee purchases,'* or fraudulent transactions;'

e Rebate program participation and rebate allocation (see also Finding (3)); and

e Cardholder training.

Additionally, on September 7, 2017, the Town Finance Director authorized a temporary
credit limit increased from $15,000 to $30,000 for 48 cardholders in anticipation of
Hurricane Irma. After the hurricane-related emergency ended, the Finance Director
authorized a reduction in the credit limits to pre-hurricane levels on October 2, 2017. A
SunTrust bank control statement dated October 27, 2017 showed the credit limits were
decreased to the pre-hurricane amounts; however, the SunTrust computer system
Account Listing as of October 26, 2017 showed that a decrease had not occurred. Based
on the information, we requested additional documentation necessary to determine if the
limits were reduced to pre-hurricane limits, but there was an excessive delay in receiving
access to the records and no support was provided. Therefore, we were unable to
determine if the decrease occurred.

Management should ensure temporary changes to credit limits are reversed in a timely
manner to align with the credit card spending limits authorized by the Finance Director,
thereby reducing the risk of unauthorized credit card charges. In doing so, management
limits access to credit cards to authorized individuals and maintains accountability for their
use. The Town's Procurement Policy did not address temporary credit card limit
increases, which may be necessary for emergency purchases.

'8 This was partially addressed in the Cardholder Agreement and Credit Card Request Form implemented during the
audit.

4 This was adequately addressed in the Cardholder Agreement and Credit Card Request Form implemented during
the audit.
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A lack of adequate written guidance for personnel regarding the credit card program
exposes the Town to inconsistent processing of transactions, risk of error, credit card
misuse, and inappropriate transactions that go undetected. It appears management did
not properly monitor credit limits, and there was a lack of adequate oversight over credit
card limits to ensure actions are performed appropriately. The risk for unauthorized
purchases is increased when controls, such as the normal established cardholder credit
limit, are not in place or monitored.

Our testing of the 142 sampled credit card transactions identified a total of 100 instances
of noncompliance with the Town’s procurement policy, as well as, 33 transactions that
lacked adequate documentation to validate the purchase (see also Finding (1)). These
policy violations and lack of documentation indicate cardholders were not provided
adequate guidance and training regarding the credit card program and that there was a
lack of proper monitoring and oversight for the credit card program expenditures.

Recommendations:

(10) The Town update the procurement policy or develop a separate written
policy and procedures for the Credit Card program to, at a minimum, include:

a. Which employees or class of employees are eligible to request and
receive a credit card.

b. The criteria used for approving requests for credit cards and the
process and timeline for evaluating and approving requests for credit
cards, including but not limited to, identifying employees responsible
for managing the program and required documentation (i.e. itemized
receipts) needed prior to approving requests.

c. Requirement for the cardholder to acknowledge receipt of the
Cardholder Agreement and credit card.

d. Factual basis to justify changes to spending limits and the
documentation thereof.

e. A process for ensuring that credit card spending limits align with the
limits authorized by the Finance Director and the criteria justifying
changes to spending limits, a process for implementing spending limit
changes, and obligations for oversight / monitoring of the spending
limits.

f. Detailed guidance for allowable purchases and penalties for
accidental, personal, or disallowed purchases.

g. The process for deactivating cardholder accounts of employees who
separate from employment with the Town, including but not limited to,
assigning responsibility and timeline for notifying the Finance
Department of the employee's separation, collection of the physical
credit card, deactivation of the cardholder's account, and review of
transactions that occur after the separation date, if any.

h. Periodic transaction monitoring and oversight of all purchases for
compliance with policy and adequate documentation.

i. Cardholder training.
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(11) The Town update the procurement policy to include the recently
implemented Cardholder's Agreement and Request Forms.

(12) The Town ensure all current cardholders complete a new Cardholder
Request Form acknowledging acceptance of the Cardholder’s Agreement.

(13) The Town provide training on the updated policy and procedures to current
cardholders, department directors, and any new cardholders prior to
issuance of a credit card.

(14) The Town review all cardholder accounts to determine if the current credit
limits are accurate and appropriate for all users.

Management Responses:

See Attachments
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SUMMARY OF POTENTIAL FINANCIAL AND OTHER BENEFITS
IDENTIFIED IN THE AUDIT

Questioned Costs

Finding Description Questioned Costs
1 Purchases After Employee Separation $ 658
1 Lack of Pre-Approval 33,723
1 Lack of Approval 32,051
1 Lack of Adequate Documentation 17,309
TOTAL QUESTIONED COSTS $83,741

Identified Costs

Finding Description Identified Costs
1 Sales Tax Paid in Error $109.01
TOTAL IDENTIFIED COSTS $109.01

Avoidable Costs

Finding Description Avoidable Costs
2 Rebate Revenue $29,145
TOTAL AVOIDABLE COSTS $29,145

This report is available on the OIG website at: http://www.pbcgov.com/OIG. Please
address inquiries regarding this report to the Director of Audit by email at
inspector@pbcgov.org or by telephone at (561) 233-2350.
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ATTACHMENT

Attachment 1 — Town of Jupiter's Management Response, page 26 — 37

Attachment 2 — OIG Rebuttal to Town of Jupiter’'s Management Response — page 38 - 39

Enclosure 1 — Timeline of Actual Events Related to Management's Excessive
Delays — page 40

Exhibit 1 — Audit Sample Statistics

Exhibit 2 — Summary of Testing Exceptions

Exhibit 3 — Transaction Detail for Questioned / Identified Costs

Exhibit 4 — Transaction Detail Additional Information Provided by Town

Exhibit 5 — Data Analyses Performed
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EXHIBIT 1 — Audit Sample Statistics

Audit Sample Statistics
Total Purchases by Department Audit Sample
No. of Credit | Total Credit| % of | No.ofCredit | Total Credit | % of
Cards Card Card Total Card Card Total
Department Issued | Transactions | Purchases |Amount| Transactions | Purchases |Amount
|Building 1 134 41,755 8% 71 % 11,528 8%
Business Development 2 28 3,454 1% 2 639 0%
Community Redevelopment 2 15 2,549 1% - - 0%
Community Relations 1 122 24938 5% 6 5,478 4%
|Engineering 1 60 12,273 2% 1 1,410 1%
Finance 12 297 56,768 1% 47 22,601 16%
Human Resources 2 59 13,223 3% < 2383 2%
Information Systems 1 10 5679 1% 1 3,468 2%
Planning & Zoning 3 52 13,070 3% - - 0%
Police Department 7 459 117,585 24% 21 31,938 22%
Public Works 4 121 22,035 4% 1 379 0%
Recreation 8 337 96,001 19% 19 34,377 24%
Storm Water 4 75 12,570 3% 2 2,176 2%
Town Clerk 2 k]| 4672 1% - - 0%
Town Manager 1 22 3,736 1% 2 1,236 1%
Utilities 3 147 38,326 8% 12 14,056 10%
WaterPlant 1 85 28,551 6% 8 11,824 8%
Total 52 2,054 |§ 497,185| 100% 133§ 143,493 | 100%
Florida Power & Light 625 2,636,181 41% 8 32,747 7%
Waste Management 20 3317178 51% 1 284 956 62%
Grand Total 2,699 | § 6,450,544 142 | S 461,196
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of Testing Exceptions
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5 This chart is in actual dollars and cents based on the amount of the transactions. This amount is slightly different

from the totals used in the report based on rounding.
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OFFICE OF INSPECTOR GENERAL

EXHIBIT 4 — Continued
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EXHIBIT 5 — Data Analyses Performed

High risk transactions were selected for detailed testing based on the following data
analyses:

o Abnormal purchases by department and cardholder by month and year.

o Abnormal purchases by department and Merchant Category Codes (MCC).

o Unauthorized card use (transactions using cards that are not assigned to
an authorized cardholder).

o Inactive cards (cards assigned to an authorized user that have had no
transactions within the last 12 months).

. Inactive employee usage (transactions for cards assigned to inactive

employees and after their last day of work, i.e. separated / terminated,
retired, on extended leave).

. Employees with multiple cards (multiple cards assigned to one employee).

. Duplicate payments.

o Procurement policy thresholds exceeded (by vendor and transaction
amount).

. Purchases made on Town holidays.

. Purchases that could potentially be cash advances (rounded numbers).

. Purchases with MCCs that could potentially be personal (e.g. restaurants /

bars, casinos / pawn shops, cruises, souvenir shops, florists, gas stations,
charities, etc.).

Purchases from blacklisted vendors.

Transactions split across multiple cards or on one card.

Key words (e.g. miscellaneous, gift, other).

Excessive year-end budget usage or misuse.
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ATTACHMENT 1 — TOWN OF JUPITER’S MANAGEMENT RESPONSE

TowN OF ]UPITER

Dater Heptember 11, 2018

To:  John Carey, Inspector General
Megan Gaillard, Director of Audit

From: Michael ¥illella, Finance Director
L Iatt B enoit, Town Manager

subject: Town of Jupiter Eesponse to the Credit Card Audit Repott Draft

Attached pleaze find our detailed response to the draft audit report received by the Town
on Septemnber 10, 2018, Our responses clearly indicate disagresment with the findings of
vour staff and are supported by substantial documentation that has been provided to your
staffregarding all the transactions reviewed during the courze of the audit. The findings
detailed in the draft audit report do not reflect the documentation that has been provided.
The Towrn of Jupiter continues to believe there iz proper supporting documentation for
the transactions that were resiewed during the audit engagement. The documentation
provided and processes the Town has implemnented are in accordance with the Town's
Purchasing Policies, generall v accepted goverrunent accounting practices and State Law.

The Town has a firm grasp on what is required of our internal control systerms, and we
tmaintain control of the resources provided to us by our cdtizens. In the Town’s most
recent audit report completed for the fiscal year ended 9-30-17, issued by the outside
CPA firrn of Caler, Donten, Lewine, et al, no management letter cormments were prowided
indicatingthe Town is requited to make changes to our intemal control systems or credit
card purchasing procedures. The Town and our staff have worlced hard to implement
systems that are updated and providethe most cost effective means of providing services
to our residents while ensuring that proper controls ofthe resources entrustedtousare in
place. Town staffizs of the belief that the only way to satisfiy the concems identified in
this audit would be to utilize paper transactions and approwals. Paper approvals offer
their own set ofintemal control problems (namely they are just as susceptible to
undocumented transactions as avtomated approval), ¥ our office provides no evidence or
suppotting infonmation to substantiate any beliefthat paper transactions and approvals
improve intemal controls or would necessarily eliminate or reduce the findings contained
herein. Furthermore, there is no commonly accepted government accounting practice
that necessitates manual or paper approvals. The Towmn further belieses that if the same
audit was conducted on any incorporated mund cipality, your office would quicldy discern
that manual or paper approvals is an antiquated documentation processes and has been

210 Military Trail » Jupiter. Florida 33458 « www. jupiter.fl.us » Phone (361} 746-5134

Page 26 of 40



OFFICE OF INSPECTOR GENERAL 2018-A-0013

replaced by more modern forme of electronic controls. The Town has been asked by the
IG office to prowide paper forms of supporting docwunentati on that simply do not exist
and are not required. As a remlt, the expectations of your office left the Town wath little
opportunty for success. The audit report indicates audit findings of 11 transactions not
hawing proper Pre-Approval and 54 transactions lacking proper Approval. These findings
are categorically false, as the Town utilizes the Wunis purchasing and approval system
and all the transactions questioned in the audit have proper documentation and approwal
in that system.

The draft audit report indicates in seweral places that the Town delayed in providing
supporting documentation to your staff Thawve provided a detailed timeline of the audit
engagement as part of the Town’ s response. The timeline very clearly showes that the
Towmn was an earl vy adopter and feely cooperated wath IG staffin theaudit process that
hegan on Septernber 25, 2017, [t was agreed during our audit kiclko ff meeting on
October 17, 2017, that the IG audit would be completed before the end of December,
2017, asthe Town’ s outside auditors would begin their worltin early January 2018,
Towmn of Jupiter staff hecame wery concerned ahout the resources that would be required
to completethe audit engagement when on January 11, 2018, after the agreed upon
cotnpletion date ofthe audit, the IG office made its first request for supporting
documnentation relating to 954 credit card transactions. The Town pointed out that a
sample of 954 transactions on a total of 2,699 credit card transactions was completely
unreasonable and outside the scope of any standard audit practice. The G office on
Jarmary 23, 2018 reduced their request to 142 transactions. Even wath this reduced
tmnber of transactions, providing the details while our outside audit engagetnent was
underway was very burdensome to Town of Jupiter staff

On August 9, 2018, the Town of Jupiter and [G staffmet to discuss an imtial dmfl of the
audit report and the remaining open items from the audit. Since that time, the Town has
provided significant supporting documentation forall ofthe transactions still in question
by the IG office. The Town received email confinmation from IG office staffindicating
that several ofthe audit findings from the initial draft report were satisfied by the
additional supporting documentation subrmitted. Upon review of the current draft report,
none ofthese cleared issues have been removed from the audit report, leaving Town of
Jupiter staff completely confuzed and unabl e to understand how the Town could possibly
avoid anything but a negative result from this audit.

The Towt again requests that the IG office take into account the electronic supporting
docunentation along with other mapporting documents and modify the findings in the

audit report to propetly reflect the systems ofintemal control that exist at the Town of
Jupiter.

Regards,

Ilichael Villella
Fitiance Director
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Finding {1) Credit card transactions did not comply with policy.

A 10 of 142 transactions (7%) tolaiing $658 made by former empioyees lacked proper
gppraval

Response — Approval of the 10 items stated above were authorized by an
authorized approver.

B. {1 of 742 transactions (8%) fofaling $33, 723 lacked proper pre-approval s

Response — Out of the 11 instances sited only 3 lacked pre authorization as
indicated in policy, ohe was anh auto renewal of a software package used by the
Town and the others were for a purchases that was authorized by management in
the Munis electronic workflow after.

C. 75 of 7142 transactions (53%) totaiing $66,432 iacked proper approval by the
depatment director or desighes.

Response — All 75 transactions stated above received proper approval with either
a signed form or through the Town’s electronic workflow or both. Detailed back
up for these items have been provided to IG staff.

D. 4 of 142 transactions (3% that incarrectly included sales tax totaling $109.01.
Response —The Town agrees sales tax was paid.

E. In addition to the policy vioistions detalled above, we also hoted several condiiions
cregted by the laek of clear guidance In the Town's procurement poifcy. The
procLrement policy Jid notf require that the Involces freceints) supporiing the credit
card purchases he defalied or ffemized,

Response — Training occurs for the purchasing policy with new employees that
are involved in the purchasing process.

F. Neither the procurement palicy nor the credif card sutharization form reguires an
explanation orreason forthe credit card purchase 0 be documented and submiffed
with the sUpporing documentation.

Response — The only authorized reason for any transaction is for “Town Use and
Purchases Only™, as required in the Town purchasing policy.

5. Thirfyfour (34) of 742 fransactions {23%) otaiing $42 587 iacked adequale
documeniation o validate the fems purchased or reason for the purchase [see
Exhibit 2 for @ bregkdown by Department).
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Response —No written reason is required per the Town purchasing policy as all
purchases must be for Town business, if they were not they would not be
approved by the department approvers.

H. The Finance Depatiment did hot appear (o have a wiritten policy or procedure for
reviewing credit card stafements for credit cards Used by former employees {o
ghsure that ho charges were incurred affer an employes separafes from
gryoyrent with the Towh,

Response — Credit card statements are reconciled on monthly basis and those
rec onciliations were made available for the IG office review. Credit cards are
collected wheh an employee separates employment with the Town once a
replacement card is issued to the replacement employee assigned those duties.

I Questioned costs resulfing from frahsactions made by former employees, lacking
proper approvalsy, and lacking adequate documentation fofaled §83,747.

Response — All the trans actions in gquestion received authorization from assigned
managers over that department either by a preauthorization form or though the
Town's electronic workflow approval system. All trans actions have attached and
adequate documentation for approval by management and staff.

J. Additionally, identified costs lotaled $7100.01 for purchases that incorrecily included
sales tax In the purchase amount. See ExPibi 3 for & listing of ihe ransactions that
make U the questioned and identified costs.

Response - The Town paid sales tax on these transactions.
Recommendalions:

(7) Ensure that siate sales tax is not pald on credit card purchases and consider
seeking reimbursement for sales tax improperly paid

Response — The Town will review training procedures with employees in an effort
to gain higher compliance in this area.

(2) The Town require credif cardholders to obfain prooer aoeorovals for purchases.

Response — Proper approvals are done in accordance with the Town’s
purchasing policy for all purchases as detailed in our suppeorting documentation
and in the Munis workflow, see excel spreadsheet attached.

(3] Revise the Towr's credit card policy and procedures to reguire credit cardhoiders o
submif o the Finghoe Depaitment supoarting doclmentation for eaoh credlt card
purchase, o include an femized receisf or sufficient detallio cleatly show all the fems
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purchased, that sales tax was nof paid, and documentation of the reason for the
pUrChase.

Response — Itemized receipts are required and the preferred form of
documentation. The Town requires all purchases on Town credit cards to be for
Town business purposes thus our policy does not require a written explanation
¢h each receipt stating the same.

(4) The Town develop and implement & process (o monitor credit card purchases
routinely for compiiance with policy requirements and (o ensure adequate
documentation Is provided

Response — Credit card purchases like all Town purchases and are reconciled
and reviewed for compliance on a weekly and monthly basis.

(8) The Town use iis credit card system (SunTrust Enterprize Spend Platform) to
produce reports of purchase transactions for moniforing and review.

Response — The reconciliation which includes downloading of the SunTrust
report is completed on a monthly basis and was made available for 1G office
review.

Finding {(2) The Town did not procure a competitive rate for the credit
card rebate (i.e. cash back) that could lessen the taxpayer’s burden.

K. The Finanee Director stated that the Town competitively bid the Agreement;
however, the Town did nof provide documentation fo show competitive bidding
aeourred. The Town lost potential revenue by not procuning a kigher yieid rate for
the rebate from SunTrust or confracting with & different institution offering a Righer
rate. The State of Florida Purchasing Card Services confract with Bank of American,
WA which can be Lsed by local governments in Fiorida, has more beneficial rebate
rafes. & The rebafe rafe on stahdard transactions Is higher gt 7.45% versls 7.35% in
the SunTrust Commercial Card Agreement. Simitatly, the rebate rate an lange ticket
fransactions In the Slale of Florida Purchasing Card Services confract 15 higher af
£.55% versus 0.35% inthe SunTrust Commercial Card Agreement,

Response — Competitive quotes were secured from Bank of America, JP Morgan
and Suntrust at the time the rebate program was put in place. At thattime, the
total spend on credit cards issued by the incumbent provider, Bank of America
was in the range of $1milion annually. Given that annual spend, the rebate was
expected to be ih therange of $15,000 annually s¢o a formal RFP process was not
required. Based on the pricing submitted and discussions with each bank,
Suntrust was deemed to provide the best combination of rebate and customer
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support Suntrust has continually provided superior customer suppott over the
incumbent provider and through the efforts of their customer support staff the
Tewn has secured other more substantial vendors te accept payment by the
Town’s credit card allowing the Town to increase our volume to the current level.
This increased volume of spend advocated by Suntrust has allowed the Town and
our residents to earn a higher rebate than was available priorto secuning services
from Suntrust

Lo Nowdtten guidance document exist for managing the rebafe program, and the Town
dich nof perform & review or reconcllialion of the rebate amount o defermine [F it s
geclrate and In conformance with the agreement. The Town couid be iosing rebate
revenue if it does not review or reconciie the amount recelved to verify it is sccurate
ahd in conformance with the agreament. We performed a recalcliation of the rebafs
gimount far FY 2047 purchases and determined the amount received by the Town
was aoourate and generally In conformance with the agreement.

Response — Rebates are reconciled annually to expenses and balanced back to
contracted percentage rate. This reconciliaion was made available for IG office
review,

Mareover, the Town had no palicy governing how the credit card rebate revenue should
he goplied or hooked fo the Town's financigls. As g resulf, there was no farmal
alfosation method estabiished to refurn funds to the originating deparitments or the
general fund, and application £ aliocation of rebate revenue may not he pefarmed
consistently when recelved and recorded,

Response — Revenue is booked to general fund, there is no allocation between
funds. 100% of the resources used to implement and manage this program are
paid for with general fund deollars, thus no allocation is deemed necessary.

Recommendations:

{i5) The Town review offer programs, such as, the State of Flonda Purchasing cards
Sewlces confract, to determine If a more heneficial rebate program Is avaliabie that
meets the TOwR's credit card prograrm requirements.

Response — The Town will review other options in the future to increase yield.

(71 The Towh develop and implement writfen guidance fo heln manage and control the
credit card rebate program, Inciuding but noi limifed o, reconclliation / review of ebate
atmounts and the application / aliocation of rebate amounts fo Town funds and
depariments.
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Response — Reconciliation is completed annually when rebate deposit is
received. No allocation procedure required.

Finding {3): Three former employees’ credit cards f cardholder
accounts were not deactivated in a timely manner.

M. We noted three (3) ouf of faur {4) (75% ) former employee cardholder acoounts
tested were deactivated mare than ohe day affer the former employees separated
fram employment with the Town,  The gap befween the date of the employes’s
separation and the dafe of goocount deactivalion ranged from five (5) o 15 business
days, leaving the Town exposed fo Unauthorzed Use.

As g resuit of the delayed card deactivations, 10 credit card purchases fotaling
3658 were made on the credif card accounts after the employees separated from
efmpioyment ahd are considercd questioned costs In Finding (7).

Response — The Town keeps an active list of card holders and has provided this
list for human resource to use when employees are leaving employment with the
Townsothe cards can be collected at thattime. The HR department has added
this item to their check list of items to be collected by HR personnel.

The charges in gquestion were on a Town issued credit card and the charges were
authorized by the manager until a replacement card was issued to the employee
assighed to these tasks. See excel spreadsheet attached.

Recommendations:

(8) The Town review ail credit card statements for credit cards used by former
employess for potential use affer employee separation dates and determine Iif ihe
transactions completed were aparonriate.

Response — Credit card statements are reconciled on a monthly basis and credit
cards are collected when an employee separates employment with the Town.

(3] The Town showid timely deactivate credit cards when an emplioyee's employment
with the Town ends.

Response — Incorporated into HR form for collection of card upon separation of
em ployment and delivered to Finance for deactivation.
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Finding {4): The credit card program lacked adequate written
guidance.

M. The Town created and implemented Cardholder's Agreements and Regquest Credit
Card Forms during the sudit, however, the farms have not heen incorparated by
reference Info the Town's Procurement Policy.

Response — The purchasing policy adopted by the Town Council is updated oh a
petiodic basis and the credit card forms in gquestion will be a part of the next
update of the decument But, in the meantime the Town did develop the forms
and distribute to the departments for use.

Q. The Towh did hot provide owr office with gil Cardholder's Agreements and Reglest
Credit Card forms as we requested during the audi,

Response — These Cardholder Agreements with employees were made available
for IG office review.

P The Tawn's procurement policy did not provide adequate written guidance
regarding.

Which employees ar class of employee s are eligibie fo request and abtain a
credit carnd - Town Director's are allowed to determine which em ployees
job functions require use of a Town provided credit card and then those
employees are authorized by the Financ e Director to be issued a credit
card.

= The criferia LDsed for approving requests for credit cards and the process ahd
fimeline forevaiugting ahd aoproving requests for eredit cardst3 fie. the
credi card lssuahce process, responsible partics, and doclmentation); -
Town Director's decision through the request form, authorized by the
Finance Department.

= Cardholder respaonsibiiities; = Credit Card Authorization forms.

= Cardholder aoknow ledgment of recelpt of the procurement policy 14 and credit
card: - Credit Card Authorization form.

= The criteria justifying changes to spending limits, process for impiementing
spehnding imi changes, ahd obiigations for aversight / maonitaring of he
spending Wmis, - All purchasing limits must follow the adopted
purchasing policy. The use of a credit card does not circumvent the
purchasing pelicy adopted by Town Council.

= Frohibited / disgliowed purchases and the requirements for aversight
fmonifaring of aif purchases; - All purchases must be authorized through
the purchasing process and all items purchased are for Town use.
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« Pedodic review and transaction maoniforing / oversight for all purchases, -
Already performed once a month and processes shown to IG Audit team
and documented by IG on 10262017,

 Credi card deactivations / cancellalions; (e.g. empioyee separation - see also
Finding (3); - Incorporated inte HR form for collection of card upon
separation of employment.

Credif card repayment, revocation, or pengifies for ingppropriate Lsage; —
Credit Card Authorization form.

«dentify empioyess responsibie for reporting ahd addressing lost £ stalen
cards, displtes, unauthorzed employee purchases, oF fraudlient
fransactions, - Credit Card Authorization form.

«  Rebate program participation and rebate aliocation (see also Finding (3)), and
— No allocation required.

Cardholderfralning. — Training performed with issuance of card.

QL On Seplember 7, 2077, the Town Finance Direcior alithonzed g temporaty credlt
fimi increased from $15,000 (o $30,000 for 48 cardholders in anticipation of
Huricane Irma. Affer the huricahe-relaied emergeney ended, the Finanoce Direcior
gutharized g reduction in the credit limits to pre-hurricane levels on October 2, 2097,
A SunTrist hank confrof statement dated Ootober 27, 2047 showed the credit imits
were decreased fo the pre-hurticane amolhts, however, the SunTrust compliier
system Account Listing as of October 26, 2077 showed that & decrease had hot
oeclirred, Based on the confiicling information, we requested adaitional
documentation necessaty to determine If the limiis were reduced o pre-hurticane
fimdts, Bt thene was ah excessive delgy In receiving access fo the records ahd ho
SUpport was provided. Therefore, we were Uhable {0 defermine If ihe decrease
occUrred.

Response — There appeared to be conflicting limits in the banking system but the
issue was indeed resolved by October 271" and no vicolations in policy relating to
spending limits occurred during that time period. This was the firstinstance of
an increase in credit limit as a result of an emergency declaration leading to the
delay that resulted in reversing the temporary credit limit increase.

R A Jack of adequate witten guidance for personnel regarding the credit card program
exposes the Town {0 inconsistent processing of iransactions, Hsk of eror, credit
card misuse ahd inapprapriate transactions that go Lndetected. It appears
mahagement dict nof properly monftored credit limits, and there was g lack of
gdegquate aversight over credit card limits to ensure aolions are performed
gporoptgtely. The risk for unguthorzed purchase s Is incregsed when controls, such
a5 the hormal established cardholder credi iimit, were not in place or monifored.
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Response — There was no credit card misuse or credit limits exceeded and
credit card utilization is monitored regularly via the online banking portal. An
increase or decrease of available credit does not negate the requirements of
the Town’'s Purchasing policy or the purchasing procedures in place which
requires management as well as department director approval or their
designee of all purchases. These controls are and have been in place s¢ this
statement is not an accurate reflection of the Town of Jupiter policies,
procedures or controls.

S Ourtesting of the 742 sampied credit card fransactions identified a tofal of 100
instances of noncomplizhee with the Town's procurement poilcy, as well a5, 34
transactions that lacked adequate documentation fo validate the purchase (see giso
Finding (7)) These policy vioigiions and lack of documentation indicafe cardholders
were hot provided adequate guidance and training regarding the credii card program
ahd that there was & lack of proger moniforng and oversight forfhe credif card
program expendiunes.

Response — This statement is not factually accurate as supporting document has
been provided to the IG office. The Town has a firm grasp on what is required of
our intemal ¢coentrol systems and we maintain control of resources provided to us
by our citizens. In the Town audit report for the fiscal year ended 9-30-17 issued
by the outside CPA firm of Caler, Donten, Levine, et al, no management latter
comments were provided indicating the Tewn is required to make changes to our
systems. The Town and our staff have worked hard to implement systems that
are updated and provide the most cost effective means of providing services to
our residents while ensuring the proper controls of the resourc es entrusted to
us. We will not resort to antiquated documentation processes (paper approvals)
that have been replaced by more modern forms of electronic contrels just to
satisfy an outdated level of expectation of the Town to provide the |G office with
paperforms of documentation.

Recommendatiohs:

(0] The Town Lp-date the procurement palicy or develop g separate written palicy and
procedures for the Credif Card program {0, &f & minimum, ncilde; items &, b, e, T& g
we responded to above.

o Factual hasis to justify changes o spending limits and the documentation thereaf,
Response — The only change in spending limit was in response to hurricane
preparation. The change in limitwas done in accordance with Tewn code and no
violation in policy occurred.
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£ See response to Finding 4 S.

k. Perodic transaction maniforing and aversight of ail purchases for compliance with
policy and adequate documeniation

Response — All purchases must be authorized through the purchasing process
which is reviewed and approved by departments and management for compliance

with policy.
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ATTACHMENT 2 — OIG REBUTTAL OF MANAGEMENT RESPONSE

Introduction / Summary Rebuttal

Despite numerous requests by our office, the Town management did not provide us with
certain documentation until after the audit was completed. The additional information
provided was considered and incorporated into Exhibit 4 as part of Town management’s
corrective action. Nevertheless, our audit findings are unchanged for two reasons. First,
the information requested by our office during the audit was not provided to us until after
the audit was completed and the Town management received our draft audit report.
Second, the Town did not provide documented evidence to resolve all the exceptions.'®
The exceptions that were not resolved are shown in Exhibit 4.

External Audit

Town management indicates in its response that in its most recent external audit
completed for fiscal year ending September 30, 2017, no management letter comments
were provided requiring the Town to make changes to its internal control systems or credit
card purchasing procedures. It should be noted that there is a distinct difference between
an external audit and an OIG audit in that an external audit focuses on materiality and fair
presentation of the financial statements; whereas, the OIG audit focuses on the use of
taxpayer money. In this audit, we found weak controls that did not fully protect
taxpayer’s funds and exposed the taxpayer funds to waste, fraud, and abuse.
Additionally, an external auditor’s review of internal controls is based on expressing an
opinion on the financial statements and not on the effectiveness of the Town’s internal
control. This OIG audit included a review of the effectiveness of the Town’s internal
controls for operations rather than the impact of internal control on the financial
statements. These are two completely different types of audits with different objectives,
methodology, and procedures.

Paper Transactions

Town Management states that “Town staff is of the belief that the only way to satisfy the
concerns identified in this audit would be to utilize paper transactions and approvals.” The
Town staff's belief is mistaken. The OIG office never required “paper” transactions
and approvals. The OIG office requested evidence of approval (electronic or paper) but
evidence was not provided. Although Town Management states the Town has an
appropriate internal control system, the Town’s staff did not provide our office with
information to support their statements regarding that system.

This OIG audit focused on whether Town management complies with the Town’s policies
and requirements, and we found instances where the Town violated the resolution that
the Town Council approved, as shown in Finding 1. In addition, the OIG requested access
to the Town’s computer system to conduct the audit to avoid paper or manual copies
being needed, and the Town declined to provide access.

6 An exception is one instance of an issue; whereas, a finding is the combined total of exceptions and/or the overall
issue indicated by the exceptions. The Town did not resolve any of the findings in totality with the documentation
provided.
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Town management states that Munis (computer system) was used for approvals;
however, the policy, approved by the Town Council in Resolution 74-16 requires “invoices
(receipts) or other acceptable documentation signed by the appropriate Department
Director or their designee.” [Emphasis added] Management’s statement regarding the
Town’s process contradicts the Town’s written policy. Additionally, documentation was
not provided for all exceptions when requested either by electronic records or paper files.

The policy, approved by Council in Resolution 74-16 on December 20, 2016, requires
purchases of more than $2,500 per month from a single vendor receive prior specific
approval. This documentation was not provided for all exceptions when requested either
by electronic records or paper files.

Timeline

The timeline provided in the Town management’s response only includes a portion of the
relevant dates and information. During the entrance conference on September 28, 2017,
the OIG stated we would attempt to complete the audit by December 2017; however, we
encountered significant delays caused by the Town’s delay in providing requested
documentation and the Town’s request that we review all files in person, as shown in
Enclosure 1. In order to review documents in person, we had to wait until Town staff was
available to meet to review the documentation. Thus, it was not possible to complete the
audit by December 2017.

On March 15, 2018, we followed-up with Town management on requests initiated during
fieldwork and prior emails. On April 3, 2018, the Town provided a response stating it
would be “a couple months” for them to provide documentation. The Town did not provide
the requested documentation until the audit was completed and a draft audit report was
provided -- seven months after the initial request on January 23, 2018.

During the exit conference on August 9, 2018, the OIG stated that any additional
documentation submitted would be considered. The information was considered and
incorporated into Exhibit 4. Because the information was provided after the audit was
completed, we characterized the delayed production as a corrective action by the Town.

Finally, even with the additional documentation provided, all four findings would remain

because the Town did not provide sufficient evidence to show resolution. The Town
provided sufficient information to only resolve some exceptions.
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EXCESSIVE DELAYS
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