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                                                TOWN OF JUPITER – CREDIT CARDS 
 

SUMMARY 
 

WHAT WE DID 
 
We conducted an audit of the Town of 
Jupiter (Town) credit card program. This 
audit was performed as part of the Office 
of Inspector General, Palm Beach County 
(OIG) 2018 Annual Audit Plan.  
 
Our audit focused on the credit card 
program and controls for the credit card 
expenditures. The scope included review 
of the Town’s credit card activities from 
October 1, 2016 to September 30, 2017.  
 

WHAT WE FOUND 
 
During the audit, we found that the Town 
has been working to establish stronger 
internal controls by creating a 
Cardholder’s Agreement and Request 
Credit Card form.  
 
We found internal control weaknesses and 
operational areas that need improvement.  
 
We found weaknesses in the purchase 
review and approval process, the 
utilization of the rebate program, the card 
cancellation process, and the process for 
managing temporary changes to 
cardholders’ credit card spending limits. 
Generally, the overall credit card program 
lacked adequate written guidance.  

This audit report reflects what we 
found based on the policies and 
procedures, confirmed process, 
and documentation that we were 
provided access to at the time of the 
audit. After the delay by the Town in 
providing the requested records, in 
accordance with government 
auditing standards, we deemed the 
delay excessive and finalized the 
audit report. 
 
It should be noted that after our draft 
audit report was presented and 
discussed at the August 9, 2018 exit 
meeting with Town Management, 
the Town Manager requested 
additional time to provide 
documentation that was not 
previously provided during the 10 
month period. This information is 
noted in Exhibit 4 –  Transaction 
Detail Additional Information 
Provided by Town.  
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Our audit identified a total of $83,741 in 
questioned costs1, $109.01 in identified 
costs2, and $29,145 in avoidable costs.3  
 
Non-Compliance with Policy 
We found that three former employees’ 
credit cards were used to complete 
purchases after their last day of 
employment by other Town employees. 
Additionally, credit card purchases lacked 
proper approvals and adequate 
documentation, which resulted in 
approximately $83,741 in questioned 
costs. The Town paid sales tax in error. 
The sales tax improperly paid is an 
identified cost of $109.01.  
 
Rebate Revenue 
The Town did not procure a more 
competitive rate for credit card rebates (i.e. 
cash back) that would have optimized the 
Town’s rebate return on its purchases and 
cash transactions. Our recommendation to 
participate in a higher yield rebate program 
may result in approximately $29,145 in 
future avoidable costs over the next three 
years.  
 
Cards Not Deactivated Timely 
Three (3) out of four (4) (75%) former 
employee cardholder accounts tested 
were deactivated more than one day after 
the former employees separated from 
employment with the Town. The gap 
between the date of the employee's 
separation and the date of account 

                                            
1 Questioned costs can include costs or financial obligations incurred pursuant to: a potential violation of a provision of 
a law, regulation, contract, grant, cooperative agreement, other agreement, policies and procedures, or document 
governing the expenditure of funds; a finding that, at the time of the OIG activity, such cost or financial obligation is not 
supported by adequate documentation; or, a finding that the expenditure of funds for the intended purpose is 
unnecessary or unreasonable.   

 
2 Identified costs are costs that have been identified as dollars that have the potential of being returned to the entity to 
offset the taxpayers’ burden. 
 
3 Avoidable costs are costs an entity will not have to incur, lost funds, and/or an anticipated increase in revenue following 
the issuance of an OIG report. The maximum period for calculating Avoidable Costs shall typically be three years from 
the issuance of the OIG report, except in instances where it involves a contract with a specified contract period. 

deactivation ranged from five (5) to 15 
business days. The failure to deactivate 
credit card accounts timely increases the 
risk of unauthorized use.  
 
Lack of Sufficient Written Guidance 
The Town lacked sufficient written 
guidance in the following areas to help 
reduce inappropriate use of credit cards 
and enhance internal controls over the 
credit card program:  

 Credit card issuance process; 
 Cardholder acknowledgment of 

receipt of the credit card use 
guidelines and credit card;  

 Spending limits and oversight / 
monitoring;  

 Prohibited / disallowed purchases;  
 Periodic transaction monitoring / 

oversight for all purchases; 
 Credit card deactivation;  
 Penalties for policy violations; 
 Rebate program participation and 

rebate reconciliation / allocation; 
and 

 Cardholder training.  
 
Lack of adequate written guidance 
increases the risk of misuse of the Town’s 
credit cards.  
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WHAT WE RECOMMEND 
 
Our report contains four (4) findings and 
offers fourteen (14) recommendations. 
Implementation of the recommendations 
will 1) assist the Town in strengthening 
internal controls, 2) save approximately 
$29,145 in future avoidable costs, and      
3) enhance compliance with the Town’s 
credit card procedures. 
 
Despite numerous requests by our office, 
the Town management did not provide us 
with certain documentation until after the 
audit was completed. At Town 
management’s request, we considered the 
additional information and incorporated 
the information into Exhibit 4. We 
characterized the delayed production as a 
corrective action by the Town.  
 
We provided the Town management with 
an opportunity to respond to the findings in 
this Audit Report.  The Town management 
responded that it does not concur with our 
findings (see Attachment 1) and disputes 

several statements in the Report. Although 
the Town management did not accept the 
findings, we are encouraged that the Town 
is implementing a number of our 
recommendations. By implementing the 
recommendations, the citizens of the 
Town of Jupiter will be better served and 
taxpayer funds will be better protected.  
 
We disagree with multiple assertions in the 
Town management’s response. 
Additionally, we do not agree that the 
Town management’s production of 
documentation after the completion of the 
audit resolved many of the issues we 
identified. The Town did not timely provide 
sufficient evidence to our office to show 
that all of the identified exceptions were 
resolved. Moreover, the Town 
management’s response contains several 
assertions that contradict the 
requirements in the Town Council’s 
Resolution (74-16). Attachment 2 provides 
further information on our rebuttal to Town 
management’s response.

 
  

Examples of Purchases in Violation of Town Policy or Lack of Sufficient 
Documentation:  

 $4,100 in gift cards 
 $1,683 in food purchases 
 $13,601 in entertainment tickets 

o Miami Dolphin tickets 
o Marlins tickets 
o Sunday brunch on a cruise 
o Theater tickets  

 $17,903 for the purchase of 33 tablet devices (i.e. I-pads, Microsoft Surfaces, and 
Galaxy tablets) 
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BACKGROUND 
 

The Town was incorporated in 1925. The Charter of the Town 
was enacted by the Florida Legislature by Special Acts 1953. 
Subsequently, the Town adopted Ordinance Number 58-96 on 
March 10, 1998, under the provisions of the Home Rule Powers 
Act of the State of Florida, enacting the Amended Charter of the 
Town, which was ratified by the vote of the electors at a special 
election.  
 
The Town is located on the Atlantic Ocean in northern Palm 

Beach County with more than 60,000 year-round residents. The Town operates under the 
Council-Manager form of government. Policy making and legislative authority are vested 
in the Town Council that consists of the Mayor and four other Council Members. The 
Town Manager is appointed by the Town Council and is responsible for carrying out the 
policies and ordinances established and approved by the Town Council and managing 
day-to-day activities of the Town.   
 
The OIG 2018 Annual Audit Plan identified purchasing card programs as a high-risk 
global area. We selected the Town for audit based on our Purchasing Card Survey, Audit 
Report 2018-A-0008. We selected the Town because it reported $6,000,000 in 
purchasing card expenditures for Fiscal Year (FY) 2017, had the highest average 
expenditure per purchasing card of all municipalities surveyed of $127,660 for FY 2017, 
the Finance Director was assigned to oversee the purchasing card program4, and 
because the Town has not been previously audited by the OIG Audit Division.   
 
Credit Card Program Background 
The Town entered into a Commercial Card Agreement for credit card services with 
SunTrust Bank effective February 27, 2014. The Town had 52 active credit cards issued 
at the time of the audit, and credit card purchases for FY 2017 totaled $6,450,544 (see 
Exhibit 1).  
 
The Commercial Card Agreement includes a Net-Spend Rebate Program and Large 
Ticket Transaction Rebate Program that provide the Town with an annual rebate payment 
based upon purchases and cash transactions.  
  

                                            
4 The Finance Department overseeing the purchasing card program creates a potential segregation of duties conflict 
as the head of the Finance department may be responsible for purchasing authority operations (i.e. oversight of 
procurement related-policies that may include the Purchasing Card policy), as well as, accounting operations (i.e. 
payment processing for procured goods and services). A conflict in segregation of duties indicates a potential internal 
control deficiency in the prevention of fraud, waste, and abuse.  
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OBJECTIVES, SCOPE, AND METHODOLOGY 
 
The objectives of the audit were to determine whether the Town had internal controls in 
place and were adequate to appropriately govern credit card use, including controls to 
prevent and detect fraud, waste, and abuse, and to determine whether credit card 
expenditures were in compliance with policies and served a valid public purpose. The 
audit scope included credit card activities from October 1, 2016, to September 30, 2017 
(FY 2017).   
 
The audit methodology included: 

 Reviewing internal controls; 
 Interviewing appropriate personnel; 
 Reviewing reports, contracts, and user agreements;  
 Performing data analysis of the population of transactions;5 and 
 Performing detailed testing of selected transactions.  

 
Data analyses were used in the audit to select high-risk transactions and / or cardholders 
for detailed testing.  Data analyses were performed in the CaseWare IDEA software and 
consisted of analyzing the population of credit card transactions and cardholders for 
attributes or combinations of attributes considered high risk. Attributes can be 
characteristics or traits of the cardholder or purchase transactions and may vary based 
on the entity, purchasing card system, or system configuration. Cardholder attributes may 
include, but are not limited to: employment status, credit and transaction limits, 
department, or title / position. Transaction attributes may include, but are not limited to: 
the purchase amount, purchase date, vendor / supplier, purchase description, Merchant 
Category Code, approval or lack of approval, or supporting documentation or lack of 
supporting documentation. Attributes are considered high risk if they are abnormal, 
inconsistent, or outliers in comparison to the population, subgroups of the population (e.g. 
by cardholder, department, Merchant Category Code, etc.), policy / procedure, best 
practices, or expected value / outcomes.   
 

As part of the audit, we completed a data reliability assessment for the computer systems 
used by the Town related to administering and reporting of the credit card process. We 
determined that the computer-processed data contained in these computer systems were 
sufficiently reliable for the purposes of the audit.  
 
This audit was conducted in accordance with generally accepted government auditing 
standards. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives. 
 
  

                                            
5 See Exhibit 5 for a detailed listing of data analyses. 
 



OFFICE OF INSPECTOR GENERAL                                                                                       2018-A-0013  
 

 

Page 6 of 40 

FINDINGS AND RECOMMENDATIONS 
 
Finding (1): Credit card transactions did not comply with policy.  
 
The Town's Procurement Policy Standard Operating Procedures, Section IV(E). Credit 
Card Purchases, states in part, 
 

 credit cards may be utilized for incidental purchases for 
less than $250 and not more than $2,500 per month from 
a single vendor without incurring specific prior 
approval…The department utilizing the card is 
responsible for providing invoices (receipts) or other 
acceptable documentation signed by the appropriate 
Department Director or their designee to the Finance 
Department with the monthly credit card billing as 
supporting documentation for payment within the 
timeframe allowed by the Finance Department. 

 
Section VIII(P). Sales Tax Exemption of the policy also states, "All employees who 
purchase goods or services on behalf of the Town shall supply each vendor with a copy 
of the Town's tax exemption certificate to avoid being assessed State Sales Tax."    
 
We performed data analyses on the total population of credit card transactions to identify 
high risk transactions for detailed testing (see Exhibit 5 for a listing of the data analyses 
performed). We selected 142 credit card transactions for testing proper support and 
approval, compliance with the Town’s procurement policy, exclusion of sales tax, and 
reconciliation to the credit card statements (see Exhibit 1 for statistics on the sample of 
transactions selected). Eighty-six (86) transactions of the 142 transactions (61%) 
sampled had one or more exceptions for a total of 100 different exceptions. 
 
We noted the following violations of policy (see Exhibit 2 for a breakdown by Department):  

 10 of 142 transactions (7%) totaling $658 made by former employees lacked 
proper approval. 

 11 of 142 transactions (8%) totaling $33,723 lacked proper pre-approval.6 
 75 of 142 transactions (53%) totaling $66,432 lacked proper approval by the 

department director or designee. 
 4 of 142 transactions (3%) that incorrectly included sales tax totaling $109.01. 

 
In addition to the policy violations detailed above, we also noted several conditions 
created by the lack of clear guidance in the Town’s procurement policy. The procurement 
policy did not require that the invoices (receipts) supporting the credit card purchases be 
detailed or itemized. Neither the procurement policy nor the credit card authorization form 

                                            
6 The Town’s Procurement Policy required prior approval for purchases $250 or more and when the total monthly 
expenditures with a single vendor exceed $2,500 per month.   
 



OFFICE OF INSPECTOR GENERAL                                                                                       2018-A-0013  
 

 

Page 7 of 40 

requires an explanation or reason for the credit card purchase to be documented and 
submitted with the supporting documentation.  
 
Thirty-three (33) of 142 transactions (23%) totaling $40,993 lacked adequate 
documentation to validate the items purchased or reason for the purchase (see Exhibit 2 
for a breakdown by Department). We requested that the Town provide additional support 
relating to the transactions above, but there was an excessive delay in the Town providing 
access to the records. Therefore, we completed testing without the requested support 
and documented our findings without resolution.  
 
Additionally, the Finance Department reviews credit card purchase documentation to 
ensure all transactions have support but did not routinely review or monitor credit card 
transactions to validate the items purchased, proper approval or pre-approval exists, or 
sales tax was excluded.   
 
Furthermore, the Finance Department did not appear to have a written policy or procedure 
for reviewing credit card statements for credit cards used by former employees to ensure 
that no charges were incurred after an employee separates from employment with the 
Town.  
 
Questioned costs resulting from transactions made by former employees, lacking proper 
approvals7, and lacking adequate documentation totaled $83,741.  Additionally, identified 
costs totaled $109.01 for purchases that incorrectly included sales tax in the purchase 
amount. See Exhibit 3 for a listing of the transactions that make up the questioned and 
identified costs. 
 

 
 
The risk for fraud, waste, and abuse increase when credit card purchases lack proper 
approvals and adequate documentation. Additionally, a lack of routine monitoring and 
oversight increases the risk for noncompliance with policy and procedure and increases 
the risk for fraud, waste, and abuse.  
  

                                            
7 A portion of the transactions lacking proper pre-approval and approval also lacked adequate documentation but were 
only counted once for questioned costs.  
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Recommendations:  
(1) Ensure that state sales tax is not paid on credit card purchases and consider 

seeking reimbursement for sales tax improperly paid.  
 

(2) The Town require credit cardholders to obtain proper approvals for 
purchases. 
 

(3) Revise the Town’s credit card policy and procedures to require credit 
cardholders to submit to the Finance Department supporting documentation 
for each credit card purchase, to include an itemized receipt or sufficient 
detail to clearly show all the items purchased, that sales tax was not paid, 
and documentation of the reason for the purchase.  
 

(4) The Town develop and implement a process to monitor credit card 
purchases routinely for compliance with policy requirements and to ensure 
adequate documentation is provided.  
 

(5) The Town use its credit card system (SunTrust Enterprise Spend Platform) 
to produce reports of purchase transactions for monitoring and review.  

 
Management Responses: 
See Attachments 
 
Finding (2): The Town did not procure a competitive rate for the credit card rebate 
(i.e. cash back) that could lessen the taxpayer’s burden.  
 

The Town's procurement policy, Section III Procurement 
Methods states in part, 
 
Certain expenditures, items or services are not appropriate 
for normal marketplace competition or for products where 
no competition exists. These will be procured by other 
means agreed upon in advance as authorized by the town 
manager or his designee. Examples of these items are 
artistic services, academic programs, health care or 
medical services, real property, utilities, legal services, 
financing services and proprietary computer software. 
(emphasis added) 
 

The Town entered into a Commercial Card Agreement for credit card services with 
SunTrust Bank effective February 27, 2014. The Town had 52 active credit cards issued 
at the time of the audit. The Commercial Card Agreement includes a Net-Spend Rebate 
Program and Large Ticket Transaction Rebate Program that provide the Town with an 
annual rebate payment based upon purchases and cash transactions made during the 
rebate period (January through December).  The expenses associated with this 
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agreement are minimal. Credit card spend totals for FY 2017 resulted in rebate revenue 
of approximately $53,731.  
 
The Finance Director stated that the Town competitively bid the Agreement; however, the 
Town did not provide documentation to show competitive bidding occurred.  
 
The Town lost potential revenue by not procuring a higher yield rate for the rebate from 
SunTrust or contracting with a different institution offering a higher rate. The State of 
Florida Purchasing Card Services contract with Bank of American, N.A., which can be 
used by local governments in Florida, has more beneficial rebate rates.8  The rebate rate 
on standard transactions is higher at 1.45% versus 1.35% in the SunTrust Commercial 
Card Agreement. Similarly, the rebate rate on large ticket transactions in the State of 
Florida Purchasing Card Services contract is higher at 0.55% versus 0.35% in the 
SunTrust Commercial Card Agreement.  
 
The Town could potentially increase its annual rebate revenue and lessen the taxpayer’s 
burden by terminating its SunTrust9 Commercial Card Agreement and negotiating better 
rates, competitively bidding the credit card program contract, or implementing the 
Purchasing Card Services contract procured by the State of Florida. Based on the rebate 
rates in the State of Florida contract, the Town lost potential revenue of approximately 
$9,71510 for FY 2017. If the Town implements the OIG recommendation to use a higher 
yield rate for the credit card program, it may result in approximately $29,14511 in future 
avoidable costs over the next three years.  
 
Additionally, there was no written guidance for managing the rebate program, and the 
Town did not perform a review or reconciliation of the rebate amount to determine if it is 
accurate and in conformance with the agreement. The Town could be losing rebate 
revenue if it does not review or reconcile the amount received to verify it is accurate and 
in conformance with the agreement. We performed a recalculation of the rebate amount 
for FY 2017 purchases and determined the amount received by the Town was accurate 
and generally in conformance with the agreement.    
 
Moreover, the Town had no policy governing how the credit card rebate revenue should 
be applied or booked to the Town’s financials.  As a result, there was no formal allocation 
method established to return funds to the originating departments or the general fund, 

                                            
8 Purchases must total $1,000,000 or more each year to obtain the rebate rates in the State of Florida Purchasing Card 
Services contract. 
 
9 The SunTrust Commercial Card Agreement provides,  
9(a) Term of Agreement. Unless terminated earlier as provided in this Agreement, the initial term of this Agreement 
will be for Five (5) years from the date of execution by both parties and will continue thereafter under the terms and 
conditions contained herein (as may be amended from time to time), provided, however, either party may terminate this 
Agreement at any time upon at least sixty (60) days prior written notice. 

 
10 Estimated rebate revenue of $63,446 was calculated based on the Town’s FY 2017 spend. Estimated rebate revenue 
less actual rebate received of $53,731 = $9,715 in lost potential revenue. 
 
11 Lost potential revenue of $9,715 for FY 2017 x 3 years = $29,145 in future avoidable costs. 
Note – the State of Florida contract is valid through 2021 with the rates used for the calculation of avoidable costs.  
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and application / allocation of rebate revenue may not be performed consistently when 
received and recorded.  
 
Recommendations:  

(6) The Town review other programs, such as, the State of Florida Purchasing 
Cards Services contract, to determine if a more beneficial rebate program is 
available that meets the Town's credit card program requirements.  
 

(7) The Town develop and implement written guidance to help manage and 
control the credit card rebate program, including but not limited to, 
reconciliation / review of rebate amounts and the application / allocation of 
rebate amounts to Town funds and departments.  

 
Management Responses: 
See Attachments 
 
Finding (3): Three former employees’ credit cards / cardholder accounts were not 
deactivated in a timely manner.  
 
Management should ensure cardholder accounts of separated employees are 
deactivated in a timely manner to reduce the risk of unauthorized credit card 
charges. Prompt deactivation of credit cards / cardholder accounts allows management 
to limit access to them to only authorized individuals and maintain accountability for their 
custody and use. Management may periodically compare credit cards / cardholder 
accounts with the recorded accountability for those resources to help reduce the risk of 
errors, fraud, or misuse.12   
 
The Town's Finance Department staff advised our office that they typically deactivate 
cardholder accounts of former employees the day after the employee separates from 
employment. During the audit, the Town implemented a Cardholder's Agreement 
requiring the cardholder surrender the card to the Human Resources Department if 
separating from employment.  
 
We noted three (3) out of four (4) (75%) former employee cardholder accounts tested 
were deactivated more than one day after the former employees separated from 
employment with the Town.   The gap between the date of the employee's separation and 
the date of account deactivation ranged from five (5) to 15 business days, leaving the 
Town exposed to unauthorized use.  

 
It appeared the Town's actual process for deactivating cardholder accounts upon an 
employee's separation is inconsistent with the process the Town’s Finance Department 
communicated to our office. Additionally, the Town’s process was not documented in a 

                                            
12 The best practice is provided in The Government Accountability Office (GAO) Standards for Internal control in the 
Federal Government issued by the U.S. Comptroller of the Treasury dated September 2014.  
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policy or procedure to provide clear guidance to responsible personnel, which may have 
contributed to the delays in card deactivations.  

 
As a result of the delayed card deactivations, 10 credit card purchases totaling $658 were 
made on the credit card accounts after the employees separated from employment and 
are considered questioned costs in Finding (1).   
 
Recommendations:  

(8) The Town review all credit card statements for credit cards used by former 
employees for potential use after employee separation dates and determine 
if the transactions completed were appropriate.  

 
(9) The Town should timely deactivate credit cards when an employee’s 

employment with the Town ends.    
 

Management Responses: 
See Attachments 
 
Finding (4): The credit card program lacked adequate written guidance.  
 

Management is responsible for establishing and implementing the 
control activities of an entity. This includes designing appropriate controls 
and implementing policies and procedures to facilitate the entity’s 
achievement of objectives and response to relevant risks. Control 
activities include reviews by management at the functional or activity 
level, proper execution of transactions, accurate and timely recording of 
transactions, access restrictions to and accountability for resources and 
records, and appropriate documentation of transactions and internal 
control.12    

 
The Town had two documents that provide written guidance regarding the Town’s credit 
card program: 1) the Procurement Policy Standard Operating Procedures and 2) a 
Cardholder’s Agreement and Request Credit Card Form. The Town implemented the 
Cardholder’s Agreement and Request Credit Card Form during the audit; however, the 
forms have not been incorporated by reference into the Town’s Procurement Policy. The 
new forms address several weakness identified in the policy. 
  
The Town did not provide our office with all Cardholder’s Agreements and Request Credit 
Card forms as we requested during the audit.  
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The Town’s procurement policy did not provide adequate written guidance regarding:  
 Which employees or class of employees are eligible to request and obtain a credit 

card; 
 The criteria used for approving requests for credit cards and the process and 

timeline for evaluating and approving requests for credit cards13 (i.e. the credit card 
issuance process, responsible parties, and documentation); 

 Cardholder responsibilities;14  
 Cardholder acknowledgment of receipt of the procurement policy14 and credit card;  
 The criteria justifying changes to spending limits13, process for implementing 

spending limit changes, and obligations for oversight / monitoring of the spending 
limits;  

 Prohibited / disallowed purchases13 and the requirements for oversight / 
monitoring of all purchases;  

 Periodic review and transaction monitoring / oversight for all purchases; 
 Credit card deactivations / cancellations;13 (e.g. employee separation - see also 

Finding (3);  
 Credit card repayment, revocation,14 or penalties for inappropriate usage;14 
 Identify employees responsible for reporting and addressing lost / stolen cards,14 

disputes,14 unauthorized employee purchases,14 or fraudulent transactions;14  
 Rebate program participation and rebate allocation (see also Finding (3)); and 
 Cardholder training.  

  
Additionally, on September 7, 2017, the Town Finance Director authorized a temporary 
credit limit increased from $15,000 to $30,000 for 48 cardholders in anticipation of 
Hurricane Irma. After the hurricane-related emergency ended, the Finance Director 
authorized a reduction in the credit limits to pre-hurricane levels on October 2, 2017. A 
SunTrust bank control statement dated October 27, 2017 showed the credit limits were 
decreased to the pre-hurricane amounts; however, the SunTrust computer system 
Account Listing as of October 26, 2017 showed that a decrease had not occurred. Based 
on the information, we requested additional documentation necessary to determine if the 
limits were reduced to pre-hurricane limits, but there was an excessive delay in receiving 
access to the records and no support was provided. Therefore, we were unable to 
determine if the decrease occurred.   
 
Management should ensure temporary changes to credit limits are reversed in a timely 
manner to align with the credit card spending limits authorized by the Finance Director, 
thereby reducing the risk of unauthorized credit card charges. In doing so, management 
limits access to credit cards to authorized individuals and maintains accountability for their 
use.11 The Town's Procurement Policy did not address temporary credit card limit 
increases, which may be necessary for emergency purchases.  

                                            
13 This was partially addressed in the Cardholder Agreement and Credit Card Request Form implemented during the 
audit. 
 
14 This was adequately addressed in the Cardholder Agreement and Credit Card Request Form implemented during 
the audit. 
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A lack of adequate written guidance for personnel regarding the credit card program 
exposes the Town to inconsistent processing of transactions, risk of error, credit card 
misuse, and inappropriate transactions that go undetected. It appears management did 
not properly monitor credit limits, and there was a lack of adequate oversight over credit 
card limits to ensure actions are performed appropriately. The risk for unauthorized 
purchases is increased when controls, such as the normal established cardholder credit 
limit, are not in place or monitored.  
 
Our testing of the 142 sampled credit card transactions identified a total of 100 instances 
of noncompliance with the Town’s procurement policy, as well as, 33 transactions that 
lacked adequate documentation to validate the purchase (see also Finding (1)). These 
policy violations and lack of documentation indicate cardholders were not provided 
adequate guidance and training regarding the credit card program and that there was a 
lack of proper monitoring and oversight for the credit card program expenditures.  
 
Recommendations:  

(10) The Town update the procurement policy or develop a separate written 
policy and procedures for the Credit Card program to, at a minimum, include:  

a. Which employees or class of employees are eligible to request and 
receive a credit card. 

b. The criteria used for approving requests for credit cards and the 
process and timeline for evaluating and approving requests for credit 
cards, including but not limited to, identifying employees responsible 
for managing the program and required documentation (i.e. itemized 
receipts) needed prior to approving requests. 

c. Requirement for the cardholder to acknowledge receipt of the 
Cardholder Agreement and credit card.  

d. Factual basis to justify changes to spending limits and the 
documentation thereof.  

e. A process for ensuring that credit card spending limits align with the 
limits authorized by the Finance Director and the criteria justifying 
changes to spending limits, a process for implementing spending limit 
changes, and obligations for oversight / monitoring of the spending 
limits.  

f. Detailed guidance for allowable purchases and penalties for 
accidental, personal, or disallowed purchases.  

g. The process for deactivating cardholder accounts of employees who 
separate from employment with the Town, including but not limited to, 
assigning responsibility and timeline for notifying the Finance 
Department of the employee's separation, collection of the physical 
credit card, deactivation of the cardholder's account, and review of 
transactions that occur after the separation date, if any.  

h. Periodic transaction monitoring and oversight of all purchases for 
compliance with policy and adequate documentation.  

i. Cardholder training.  
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(11) The Town update the procurement policy to include the recently 

implemented Cardholder's Agreement and Request Forms.  
 

(12) The Town ensure all current cardholders complete a new Cardholder 
Request Form acknowledging acceptance of the Cardholder’s Agreement.  
 

(13) The Town provide training on the updated policy and procedures to current 
cardholders, department directors, and any new cardholders prior to 
issuance of a credit card.  
 

(14) The Town review all cardholder accounts to determine if the current credit 
limits are accurate and appropriate for all users. 

 
Management Responses: 
See Attachments 
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SUMMARY OF POTENTIAL FINANCIAL AND OTHER BENEFITS 
 IDENTIFIED IN THE AUDIT 

 
Questioned Costs  

 

Finding Description 
 

Questioned Costs 

1 Purchases After Employee Separation $   658       
1 Lack of Pre-Approval 33,723 
1 Lack of Approval 32,051 
1 Lack of Adequate Documentation 17,309 
 TOTAL QUESTIONED COSTS $83,741  

 
Identified Costs  

 

Finding Description Identified Costs 

1 Sales Tax Paid in Error $109.01 
 TOTAL IDENTIFIED COSTS           $109.01 

 
Avoidable Costs  

 

Finding Description Avoidable Costs 

2 Rebate Revenue $29,145 
 TOTAL AVOIDABLE COSTS $29,145 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This report is available on the OIG website at: http://www.pbcgov.com/OIG. Please 
address inquiries regarding this report to the Director of Audit by email at 
inspector@pbcgov.org or by telephone at (561) 233-2350. 
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ATTACHMENT 
 
Attachment 1 – Town of Jupiter’s Management Response, page 26 – 37 
 
Attachment 2 – OIG Rebuttal to Town of Jupiter’s Management Response – page 38 - 39 
 

Enclosure 1 – Timeline of Actual Events Related to Management’s Excessive 
Delays – page 40 

 
EXHIBIT LIST 

 
Exhibit 1 – Audit Sample Statistics 
 
Exhibit 2 – Summary of Testing Exceptions 
 
Exhibit 3 – Transaction Detail for Questioned / Identified Costs  
 
Exhibit 4 – Transaction Detail Additional Information Provided by Town 

 
Exhibit 5 – Data Analyses Performed 
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EXHIBIT 1 – Audit Sample Statistics 
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EXHIBIT 2 – Summary of Testing Exceptions 
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EXHIBIT 3 – Transaction Detail for Questioned / Identified Costs15 
 

  

                                            
15 This chart is in actual dollars and cents based on the amount of the transactions. This amount is slightly different 
from the totals used in the report based on rounding. 
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EXHIBIT 3 – Continued 
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EXHIBIT 3 – Continued 
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EXHIBIT 4 – Transaction Detail Additional Information Provided by Town 
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EXHIBIT 4 – Continued 
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EXHIBIT 4 – Continued 
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EXHIBIT 5 – Data Analyses Performed 
 

High risk transactions were selected for detailed testing based on the following data 
analyses:  

 Abnormal purchases by department and cardholder by month and year. 
 Abnormal purchases by department and Merchant Category Codes (MCC). 
 Unauthorized card use (transactions using cards that are not assigned to 

an authorized cardholder). 
 Inactive cards (cards assigned to an authorized user that have had no 

transactions within the last 12 months). 
 Inactive employee usage (transactions for cards assigned to inactive 

employees and after their last day of work, i.e. separated / terminated, 
retired, on extended leave). 

 Employees with multiple cards (multiple cards assigned to one employee). 
 Duplicate payments. 
 Procurement policy thresholds exceeded (by vendor and transaction 

amount). 
 Purchases made on Town holidays. 
 Purchases that could potentially be cash advances (rounded numbers). 
 Purchases with MCCs that could potentially be personal (e.g. restaurants / 

bars, casinos / pawn shops, cruises, souvenir shops, florists, gas stations, 
charities, etc.). 

 Purchases from blacklisted vendors. 
 Transactions split across multiple cards or on one card. 
 Key words (e.g. miscellaneous, gift, other). 
 Excessive year-end budget usage or misuse. 
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ATTACHMENT 1 – TOWN OF JUPITER’S MANAGEMENT RESPONSE 
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ATTACHMENT 2 – OIG REBUTTAL OF MANAGEMENT RESPONSE 
 
Introduction / Summary Rebuttal 
 
Despite numerous requests by our office, the Town management did not provide us with 
certain documentation until after the audit was completed. The additional information 
provided was considered and incorporated into Exhibit 4 as part of Town management’s 
corrective action.  Nevertheless, our audit findings are unchanged for two reasons. First, 
the information requested by our office during the audit was not provided to us until after 
the audit was completed and the Town management received our draft audit report. 
Second, the Town did not provide documented evidence to resolve all the exceptions.16 
The exceptions that were not resolved are shown in Exhibit 4.  
 
External Audit 
Town management indicates in its response that in its most recent external audit 
completed for fiscal year ending September 30, 2017, no management letter comments 
were provided requiring the Town to make changes to its internal control systems or credit 
card purchasing procedures. It should be noted that there is a distinct difference between 
an external audit and an OIG audit in that an external audit focuses on materiality and fair 
presentation of the financial statements; whereas, the OIG audit focuses on the use of 
taxpayer money. In this audit, we found weak controls that did not fully protect 
taxpayer’s funds and exposed the taxpayer funds to waste, fraud, and abuse. 
Additionally, an external auditor’s review of internal controls is based on expressing an 
opinion on the financial statements and not on the effectiveness of the Town’s internal 
control. This OIG audit included a review of the effectiveness of the Town’s internal 
controls for operations rather than the impact of internal control on the financial 
statements. These are two completely different types of audits with different objectives, 
methodology, and procedures.  
 
Paper Transactions 
Town Management states that “Town staff is of the belief that the only way to satisfy the 
concerns identified in this audit would be to utilize paper transactions and approvals.” The 
Town staff’s belief is mistaken. The OIG office never required “paper” transactions 
and approvals. The OIG office requested evidence of approval (electronic or paper) but 
evidence was not provided. Although Town Management states the Town has an 
appropriate internal control system, the Town’s staff did not provide our office with 
information to support their statements regarding that system.   
 
This OIG audit focused on whether Town management complies with the Town’s policies 
and requirements, and we found instances where the Town violated the resolution that 
the Town Council approved, as shown in Finding 1. In addition, the OIG requested access 
to the Town’s computer system to conduct the audit to avoid paper or manual copies 
being needed, and the Town declined to provide access.  

                                            
16 An exception is one instance of an issue; whereas, a finding is the combined total of exceptions and/or the overall 
issue indicated by the exceptions. The Town did not resolve any of the findings in totality with the documentation 
provided. 
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Town management states that Munis (computer system) was used for approvals; 
however, the policy, approved by the Town Council in Resolution 74-16 requires “invoices 
(receipts) or other acceptable documentation signed by the appropriate Department 
Director or their designee.” [Emphasis added] Management’s statement regarding the 
Town’s process contradicts the Town’s written policy. Additionally, documentation was 
not provided for all exceptions when requested either by electronic records or paper files.  
 
The policy, approved by Council in Resolution 74-16 on December 20, 2016, requires 
purchases of more than $2,500 per month from a single vendor receive prior specific 
approval. This documentation was not provided for all exceptions when requested either 
by electronic records or paper files. 
 
Timeline 
The timeline provided in the Town management’s response only includes a portion of the 
relevant dates and information. During the entrance conference on September 28, 2017, 
the OIG stated we would attempt to complete the audit by December 2017; however, we 
encountered significant delays caused by the Town’s delay in providing requested 
documentation and the Town’s request that we review all files in person, as shown in 
Enclosure 1. In order to review documents in person, we had to wait until Town staff was 
available to meet to review the documentation. Thus, it was not possible to complete the 
audit by December 2017.   
 
On March 15, 2018, we followed-up with Town management on requests initiated during 
fieldwork and prior emails. On April 3, 2018, the Town provided a response stating it 
would be “a couple months” for them to provide documentation. The Town did not provide 
the requested documentation until the audit was completed and a draft audit report was 
provided -- seven months after the initial request on January 23, 2018.  
 
During the exit conference on August 9, 2018, the OIG stated that any additional 
documentation submitted would be considered. The information was considered and 
incorporated into Exhibit 4. Because the information was provided after the audit was 
completed, we characterized the delayed production as a corrective action by the Town.  
 
Finally, even with the additional documentation provided, all four findings would remain 
because the Town did not provide sufficient evidence to show resolution. The Town 
provided sufficient information to only resolve some exceptions.  
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